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The information herein has been provided by
CliftonLarsonAllen LLP for general information purposes
only. The presentation and related materials, if any, do not
implicate any client, advisory, fiduciary, or professional
relationship between you and CliftonLarsonAllen LLP and
neither CliftonLarsonAllen LLP nor any other person or
entity is, in connection with the presentation and/or
materials, engaged in rendering auditing, accounting, tax,
legal, medical, investment, advisory, consulting, or any
other professional service or advice. Neither the
presentation nor the materials, if any, should be considered
a substitute for your independent investigation and your
sound technical business judgment. You or your entity, if
applicable, should consult with a professional advisor
familiar with your particular factual situation for advice or
service concerning any specific matters.
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CliftonLarsonAllen LLP is not licensed to practice law, nor
does it practice law. The presentation and materials, if any,
are for general guidance purposes and not a substitute for
compliance obligations. The presentation and/or materials
may not be applicable to, or suitable for, your specific
circumstances or needs, and may require consultation with
counsel, consultants, or advisors if any action is to be
contemplated. You should contact your CliftonLarsonAllen
LLP or other professional prior to taking any action based
upon the information in the presentation or materials
provided. CliftonLarsonAllen LLP assumes no obligation to
inform you of any changes in laws or other factors that
could affect the information contained herein.



Today’s Presenters

Mitchell Turnbow

Digital Growth Director
Indianapolis, IN
(317) 569-6141
mitchell.turnbow@CLAconnect.com

‘m ©2024 CliftonLarsonAllen LLP

David Anderson

Principal — Digital Cybersecurity
Minneapolis, MN
(612) 376-4699
david.anderson@CLAconnect.com

=@


mailto:mitchell.turnbow@CLAconnect.com
mailto:david.anderson@CLAconnect.com

f
!
FRRRRN

©2024 CliftonLarsonAllen LLP

Who is CLA

Our Digital Practice

Cybersecurity Threat Landscape

Cybersecurity for the Restaurant Industry

Cyber Security — Fireside Chat

Open Q&A

How to Connect with Us
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We’ll Get You There

You ride the line between
business demands and
individual needs. But you It takes CLA brings balance to get
don’t have to balance DEIELICMY  you where you want to go.
it all by yourself.
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Find support
at every turn

Benefit from guidance on

all aspects of your business.

Planning, capital, Improving
succession, and efficiency
transition and results

Data analytics,
insight, and digital
strategy and
solutions

Domestic and
global matters

Opportunity
Wheel
Workforce and Cybersecurity
recruiting and risk
management
Finance,
Governance and accounting,

regulations audit, and taxes
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Digital Helps Businesses in Three Ways

N4

Cybersecurity

Software Integration Data and Automation

Evaluating and implementing
cyber security improvements
for businesses.

In-house products and resale Every business relies on data
solutions allow businesses to insights to make accurate
leverage off-the-shelf value. informed decisions.

©2024 CliftonLarsonAllen LLP



=

10
©2024 CliftonLarsonAllen LLP




Cybersecurity Threat Landscape

m Anticipated Cybersecurity Threats

2023 Top Cybersecurity Threats
|

Nation state

attacks

Talent
shortage and

budget cuts
Social

engineering

and phishing
Privileged

account

takeover
Software

supply chain

attacks
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Al-enabled
attacks

Digital supply
chain and
cloud

Social
engineering
and phishing

Digital identit
and market

compromises



Black-market economy to
support cyber fraud
Business models and specialization

Underground marketplace
The Dark Web

Ransomware-as-a-service
Most common cyber fraud

scenarios we see affecting our
clients

Diverting payments

Ransomware and interference with
operations

To the hackers, we all look the
same
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Cybersecurity Threat Landscape

They will hit you with any or all of
the following:

Email Spear Phishing Attacks

Password Guessing and Business
Email Account Takeovers

Payment and Funds
Disbursement Transfer Fraud

Ransomware

Extortion to avoid breach
disclosure
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Breach Analysis — Time to Identify and Contain

&%

73 days to contain the

204 days to identify a

breach attack
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Phishing Continues to Be a Top Threat

Credentialed phIShlng (;futeforiz/cn)rUsech):tolen:r(::;s v o 80% Of data
schemes on the rise — _ breaches
indiscriminately target all involved

i n boxes Exploit vuln

compromising

user credentials
Use of backdoor or C2

The volume of phishing ‘ . .
l “ [| attacks is orders of Simple tools exist

Abuse of functionality

magnitude greater than all . to steal and
other threats o guess credentials
er
SQLi
$ 710 million phishing
B2 emails blocked per week R EOR 0% 6o E0R 0%

Figure 20. Top Hacking varietiesin
breaches (n=2868)
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Why Restaurants Are Targets

Single target for an attacker to
gain access to hundreds or
thousands of victims

Multiple loT devices increases
the threat surface (POS
systems, computers, kiosks,
video surveillance, etc.)

Organizations often lack a
dedicated in-house IT and/or
cybersecurity staff
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Framework Basics — HACCP for Digital Safety

Utilize a framework utilizing these principles for your
organization’s digital safety:

Identify

e

Respond
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Six Tips to Improve Your Cybersecurity Posture

Protect your Enable multi- Train your Implement strong Protect Make sure to
network factor staff access controls payment card update and
and password patch your POS

authentication appropriately SerBEImaE data coftware

»
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Thank you!
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Mitchell Turnbow David Anderson
Digital Growth Director Principal — Digital Cybersecurity
Indianapolis, IN Minneapolis, MN
(317) 569-6141 (612) 376-4699
mitchell.turnbow@CLAconnect.com david.anderson@CLAconnect.com
CLAconnect.com
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